Teste de API

O que é uma API?

Quais os tipos de erros que uma API pode retornar?
Como testar uma API?

Quais validacdes devo realizar em uma API?

O que é uma API?

A sigla API refere-se ao termo em inglés "Application Programming Interface" que significa em traducéo para o portugués "Interface de Programacéao de Aplicativos". Ela é desenvolvida para validar e retornar informagées.

Entende-se como em um "livro", ele possui véarios capitulos, o0 mesmo acontece, uma API possui varias "chamadas" podemos comparar a um "check list" séo feitas validagdes como o nome de busca, filtros usados, tipo de
arquivo entre outros. Apés validado os dados a API retorna mensagens de status acompanhadas com seus cédigos (imagem em anexo), COmo sucesso na operagéo, erros, problemas sistémicos etc.

HTTP Status Codes

Level 500
Level 200 (Success) Level 400

200 : OK 400 : Bad Request 500 : Internal Server Error

201 : Created 401 : Unauthorized 503 : Service Unavailable

403 : Forbidden 501 : Not Implemented

203 : Non-Authoritative )
Information 404 : Not Found 504 : Gateway Timeout

204 : No Content 409 : Conflict 599 : Network timeout
502 : Bad Gateway

Como testar uma API?
As APIs tem diversas formas de serem testadas, neste Share abordaremos:
® Testerapido

® Swagger
® Postman

® Validagéo rapida da API pelo "console":

HTTP Status Codes

IXX
INFORMATIONAL

2XX
SUCCESS

3XX
REDIRECTION

4xXX
CLIENT ERROR

5XX
SERVER ERROR



" Acesse 0 nosso sistema Degust One (exemplo usado tela de "usuario")
" Com a tela aberta pressione: F12 ou Ctrl+Shift+i, sera aberto uma nova tela, clicar na aba Network ou rede, apés em Fetch/XHR

® Ao pressionar o botéo "consultar" do sistema é gerado um novo registro (Chamada da API), neste momento € solicitado os os registros de usuarios para APl e as abas Headers ou Cabecgalhos e Preview ou Visu
alizacdo apresentam todas as informag6es necessarias sobre as validacdes da APl e o cédigo de status.
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CPF/CNPJ
Situagéo
Bloqueado
Perfil

( Consultar )

[® O] | Eemens Console Sources  MNetwerk Performance  Memory  Application  Security lighthouse @2 a1 |B1/| % § X
® ® ¥ Q | OPresevelog | [ Disable cache Nothrotting ¥ % | # % &
Filter [ Invert [ Hide data URLs All Fetehf®HR 1S CS5 Img Mediz Font Doc WS Wasm Manifest Other [J Has blocked cookies
[ Blocked Requests [ 3rd-party requests

20000 ms 40000 ms. 60000 ms. 80000 ms 100000 ms 120000 ms 140000 ms 160000 ms 180000 ms 200000 ms 220¢]

[]

Name Chamadas X | Headers Preview Response Initistor Timing  Cookies
[ © itens-estoque ¥ General

[0 © login

[ FO00180%nocache=20211019085913120
[ collect?v=18(_v=]938:a=2042T4865908L..
0 collect?t=dc8taip=18Lr=38v=18,_v=]..
[ Fo01850

[ histarico

[ FO001412nocache=20211019085937457
[J FO000867nocache=2021101908593803%
[ FO000667nocache=20211019083938686
[ FO00070?nocache=20211019085946332
[ FO00070%nocache=20211019085946332

11/ 22 requests | 248 kB / 248 kB transfer

Request URL: https://lx-degustone-ret-api-hmg.azurewebsites.net/apifservice/Feeel4l’nocache=202119
Request Method: POST

Sucesso

Remote Address: 184.45,152.60:443

Status Code: @ 208

Referrer Policy: strict-origin-when-cross-origin
¥ Response Headers

access-control-allow-headers: X-Asollet-Version,X-Powered-8y,Date, Server, Accept, Accept-Encoding, Accept

access-cont

-allow-origin: *

access-cont

xpose-headers: Request-Context
cache-controk no-cache

content-encoding: gzip

content-length: 19574

content-type: application/json; charset=utf-8§
date: Tue, 19 Oct 2821 11:59:37 GMT

expires: -1

pragma: no-cache




[ ﬂ Elements  Console  Sources Network Performance Memory Application Security Lighthouse | @2 41| B1 e d

® ® ¥ Q | OpPreservelog | [ Disable cache Mo throtting ¥ T | # ¥

Filter [ Invert [ Hide data URLs All | Fetch/XHR JS CS5 Img Media Font Doc WS Wasm
[J Blocked Requests [J 3rd-party requests

I 20000 ms AD0OD s 60000 s 80000 ms 100000 ms 120000 ms 140000 ms 160000 ms
Mame X Headers | Preview Response Initiator Timing  Cookies
Oa itens-estoque v {erro: null, resultado: [{exportacacCompleta: "N", vendzOrientada:
O @ legin erro: null

[0 F0001807nacache=20211019085913120
[0 collectPv=18_v=]938a=20427435908...
O collect?t=dc8laip=18_r=38&v=18_v=j...
[0 Foo1s50

[ historico

[ FO00141?nocache=20211019085937457
[J FO000867nocache=20211019085938039
[ FO000667nacache=20211019085938636
[0 FO00070?nocache=20211019085946332
[ FO00070?nacache=20211019085945332

Exemplo de erro:

r resultado: [{exportacaoCompleta: "N", vendaOrientada: @, codigo:

x
o

Manifest Other [ Has blocked cookies

180000 ms 200000 ms

@, codigo: 125,.},1}

125, 0} ]

220(]



X Cabegalhos Visualizagdo  Resposta  Iniciador  Tempo  Cookies

Solicitar URL: https://lx-degustone-ret-api-hmg.azurewebsites.net/api/service/financeiro/FB810821  nocache=208211819122843862

Método da solicitagdo: POST
Codigo de status: @588 EI'ro
Enderego remoto: 184.45.152,68: 443

Paolitica do referenciador: strict-origin-when-cress-origin

* Cabegalhos de resposta
access-control-allow-headers: ¥-Aspllet-Version, X-Powered-By,Date,Server, Accept, Accept-Encoding,Accept-Language,Cache-Control,lonnection
access-control-allow-origin: *
access-control-expose-headers: Reguest-Context
cache-control: no-cache
content-length: 226¢
content-type: application/json; charset=utf-8
date: Tue, 19 Dect 2821 15:28:57 GMT
expires: -1
pragma: no-cache
request-context: appId=cid-v1:324c28cF-fEDe-4F27-9Fc2-6211F5ee5fed
server: Microsoft-IIS/18.8
set-cookie: ASP.NET_Sessionld=vs2cwbmt@clygcnvgq3dnouq; path=/; HttpOnly; SameSites=Lax
set-cookie: ARRAFFinity=b3f3854965a920783b2F4e9617bacaddBada4791FFE1FA14a7F534cBc965351; Paths,/ ;HttpOnly ; Secure; Domainslx-degustone=ri
set-cookie: ARRAFfinitySameSite=b3f3B54869a920783b2F4e96]17babaddBAd94791FFE1F014a7 534890965351 ;Path=/ ;HttpOnly ; SameSite=None;Secure
x-aspnet-version: 4.9.38319

Nome X  Cabegalhos Visualizagio Resposta Iniciador Tempo  Cookies
[ FO01037nocache=20211019122843419 w{Message: "An error has occurred.”,.}
[ @ legin ExceptionMessage: “Object cannot be cast from DBNull to other types.”

ExceptionType: "System.InvalidCastException™
Message: "An error has occurred,”
StackTrace: "  at System.DBNull.System.IConvertible.ToDecimal(IFormatProvider provider)\rin  at System.Convert.ToDecimal(Object valt

O F0010217nocache=20211019122843862

® Swagger (exclusivo Degust One)



Acesse: Swagger Ul (Ix-degustone-ret-api-hmg.azurewebsites.net). Pesquisar pelo nimero da chamada que coletamos no "console":

Name Chamadas

[0 @ itens-estoque

O @ login
OfFo00Te0)nocache=20211013085913120
O collect?v=18_v=j93&a=2042746590&...
[ collect?t=dc&aip=18_r=38v=18_v=j...
8 |

[ historico

nocache=20211019085937457
[Ofroo0086fnacache=20211019085938039
[IjFo00086fnacache=20211012035938636
COfFo00070fnacache=20211019085946332
[CINFO00070fnocache=20211019085845332

O ] https://Ix-degustone-ret-api-hmg.azurewebsites.net/swagger/uifindex#!/Service/Service_FO00141

fapi/service/F000140 FOO0141

d % v @

n A~  ~ X suarioPerfis()

fapilservice/FO00141

Response Class (Status 200)
OK

Jodel Example Value

i

"erro": {
“codigo™: @,
"mensagem": "string”,
"mensagemAmigavel: "string",
"tituloErro”: "string”,
“mensagens”: [

“string”

]

I

LI PRI

Response Content Type | application/json v

Parameters
Parameter Value Description Parameter Type Data Type
param (required) body Inline Modsl J}

Parameter content type
[application/ison v

Nao sincronizando. ()


https://lx-degustone-ret-api-hmg.azurewebsites.net/swagger/ui/index#/Service

Algumas APIs ndo apresentam a visualizacdo, para resolver volte ao "console" no final da aba "Headers", no campo "Request Payload" clique em "view parsed",copie e cole o cddigo no Swagger em "Parameters" e apertar
o bot&o "Try it out!" para retornar as informacdes detalhadas.

X 'Headers Preview Response Initiator Timing Cookies

sec-ch-ua-platform: "Windows"
sec-fetch-dest: empty
sec-fetch-mode: cors
sec-fetch-site: cross-site

user-agent: Mozilla/5.8 (Windows NT 18.8; Wing4; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrom
e/94.8.4686.81 Safearisf537.36

¥ Query 5tring Parameters view source view decoded

nocache: 20211819985337457

* Request Payload 1 parsed

(Swagger)



Response Content Type | application/json v

Parameters
Parameter Value Description Parameter Type Data Type
param £"p1":"eyIhbGci0iITUZ TANI TsTnR5cCT6Tkp body Inline Model {}

XVCI9. ey INYXNBZXT 104 JUcnV1Tiwi SWRQZXNZ
b2Ei0iJiZDYzNZMANCESYIRELTQINGULYTASZS
11¥jMyMzdkNTVKNjMiLCIIZFVzdWFyakioDb251
¥3RhZGBi0iTyMTZiNGIwYi11Z UALTQOMmULY
M3Z104MM2ZWFkNGNKOGYiLCI1bmlxdWVFbmFt
2516Ik1hcmNl1bGE=02Fyb2xhalis 1TGRhIFNobH .4

-

Parameter content type:
| application/json hd

Curl

curl -X POST --header ‘Content-Type: application/json' --header "Accept: application/json' -d *{"pl":"eyJhbGci0ilIUzI1NiIsInR5cCI6

3

Request URL

https://1lx-degustone-ret-api-hmg.azurewsbsites.net/api/service/FOBa141

Response Body

"szituacao™: "I",

"lojaPropria”: "N,
"obterFornecedorSangria”: false,
"fornecedorSangriaObrigatorio”: false,
"appConsumidor™: false,

"cidIBGE": 355@388,

"numCNPI™: "hrK7isUvvIhm730XNLWeRg==",

Para um teste mais detalhado podemos usar varios programas, abordarei sobre o Postman (é um API Cliente que facilita aos desenvolvedores criar, compartilhar, testar e documentar APIs).

® Baixe o aplicativo. Apds aberto selecionar a opgdo APIs na lateral pressionar o botéo "+" para comecar, defina o que se trata sua APl se é uma GET, POST, PUT ou DELETE (imagem em anexo).



@ Postman - >
File Edit View Help

U] .
Home  Workspaces v Reports  Explore Q. Search Postman & o @ Sign In Create Account

& Working locally in Scratch Pad. Switch to a Workspace e
Scratch Pad New  Import Overview GET Untitled Request ® oo0 No Envirenment ~ @
= Untitled Request B Ssave £ Bl W

Collections (o]

o]}
o [GET] X~ | Enter request URL m

APIs
SRtChloBIW kepsce GET (Consultar) Headers (8) Body  Pre-request Seript  Tests  Settings Cookies
= use this feature
_ posT (Cadastro
FlEraTiE This is an online feature and is only ( )
available in workspaces. PUT (Alteragﬁo) VALUE DESCRIPTION oo Bulk Edit
=
Mock Servers PATCH Value Description
Switch to Workspaces
DELETE (Deletar)
o 5 COPY
D HEAD
History OPTIONS -
LINK
UNLINK
PURGE
LOCK
UNLOCK Enter the URL and click Send to get a response
ED @ Findand Replace [ Console ©Runner T H @

® No sistema colete os dados do “"console" como citado a cima na aba Headers colete o dado de Request URL. Ao final coletar o Request payload (clicar em View parsed para aparecer o c6digo) e adicione ao
postman e configure como mostra a "imagem 3".



¥ [Headers Preview Response |Initiator Timing Cookies
¥ General
Request URL: https://lx-degustone-ret-spi-hmg.azurewebsites.net/api/service/FEeB141nocache=20211
@19385937457
Request Method: POST
Status Code: @ 200
Remote Address: 184.45,152.6@8:443

Referrer Policy: strict-origin-when-cross-origin
¥ Response Headers

access-control-allow-headers: X-Asphlet-Version,X-Powered-By,Date,Server,Accept,Accept-Encoding, Accep
t-Language,Cache-Control,Connection,Content-Length,lontent-Type ,Host,0rigin, Pragma,Referar,Usar-A

gent

access-control-allow-origin: *
access-control-expose-headers: Reguest-Context
cache-control: no-cache

content-encoding: gzip

content-length: 13574

content-type: application/json; charset=utf-5

date: Tue, 19 Oct 2821 11:59:37 GMT




X 'Headers Preview Response Initiator Timing Cookies

sec-ch-ua-platform: "Windows"
sec-fetch-dest: empty
sec-fetch-mode: cors
sec-fetch-site: cross-site

user-agent: Mozilla/5.8 (Windows NT 18.8; Wing4; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrom
e/94.8.4686.81 Safearisf537.36

¥ Query 5tring Parameters view source view decoded

nocache: 20211819985337457

* Request Payload 1 parsed




@ Postman

File Edit View Help

Home Workspaces ¥  Reports

Scratch Pad

i

Collections

&

APIS

E

Environments.

=]

Mock Servers

Monitors

L0}

History

Q
o0

Explore

New  Import

Switch to a workspace to

use this feature

This is an online feature and is only
available in workspaces.

Switch to Workspaces

E0 Q, Find and Replace [ Console

& Working locally in Scratch Pad. Switch to a Workspace

Q, Search Postman

v V4

Overview https:/{lx-degust... ® 4 e No Environment
https://I t-api-hmg. vice/FO00141 =202110 7457 [E) Save
POST ~  https:fix-c et-api-hmg.az pi/service/FO00141?nocache=20211019085937457 -

Params @ Authorization Headers (9) Body @ Pre-request Seript Tests Settings
@ none @ form-data @ x-www-form-urlencoded @ raw @ binary @ GraphQL  JSON

Body Cookies (3) Headers (15) Test Results

Pretty

1
2
3
4
5
6
7

Raw

"erro’:

Preview Visualize

null,

"resultade": [

i

“exportacaoCompleta”™: "N”

“vendaOrientada”:
“codigo": 125,

9,

JSON  ~ =

Algumas APIs pode ser necessario passar o authorization token no Postman.

Apos configurado o Postman apresenta de forma detalhada a API.

Contetdo voltado a testes de sistema e qualidade.

&

Status: 200 OK Time: 247 s Size: 19.81KB

=

Cookies

Beautify

T

Save Response

i

[ Runner

Q

i Trast

X

x

@

>

@ Esta com alguma divida?

Consulte todos nossos guias na busca de nossa péagina principal clicando aqui.
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